\ PENYB/IMYKU ®OHA 3A NMEH3UICKO
N UHBANTNOCKO OCUTYPAHSE
ODUWPEKLUWUIA

Beorpapg, yn. Ap AnekcaHgpa Koctuha 6p. 9
beorpag 09.12.2019. roguHe

Ha ocHoBy unaHa 63 3akoHa o0 jaBHUM HabaBkama ("Cnyx6eHun rnacHuk PC", 6p. 124/12, 14/2015 n 68/2015 y parbem
TeKCTy: 3aKkoH), Penybnunukn oHA 3a NEH3MjCKO M MHBANNACKO OCUryparbe

Ob6jaBrbyje
OONYHY KOHKYPCHE AOKYMEHTALNIE
3a jaBHy HabaBke ycnyre MHTepHeTa, noaerbeHo no naptujama JHMB 21/2019

Y KOHKYPCHOj AOKYMeHTaumju 3a jaBHy Habasky ycnyra WHTepHeTa, nogerbeHo no naptujama JHMB 21/2019 y O6pacuy
6p II TexHnukm enemeHTn noHyae n Obpacuy 6p.5 — Obpaszau NoHyae ca CTPYKTYpPOM LiEHe, 3a CBE NapTuje BpLM AOMyHa
KOHKYpPCHE AOKYMEHTauuMje Tako WTo ce Aoaaje:

- ,YroBop o kopuwhery ypehaja nog ycnoBoM Aa cy M3HajMibeHu ypehaj/ypehaju dusmukm cMmewTeHn kop
MoHyhaya n Aa ce UenoKynHO pellere 3alTuTe M3BpluaBa Ha nokaumju MNoHyhava, Ha Teputopuju Penybnumke
Cpbuje. 36or cneumdmnyHOCTM NoaaTaka Koju Cy npeaMeT 3awTuTe, Hapyuunau, Kao BENMKM OpraHm3aumoHM
CMCTEM, HEe MpuxBaTa peLllera 3acHoBaHa Ha Cloud cepsucmMa. 3akyn ypehaja Mopa BaXknTu CBe BpeMe Tpajama
OkBUMpHOr cnopasyMa OAH. YroBopa noTnucaHmx y okeupy OKBMpHOr cnopasyma.”

O6pazay 6poj II TexHUUKM eneMeHTM NOHyAe 3a cBe napTtuje n Obpasau 6poj V Ob6paszal, NoHyae ca CTPYKTYPOM LEHE,
JaTu cy Y MpUory oBe U3MeHe U AoNyHe KOHKYpCHE AOKyMeHTauuje.

MoHyhaun cy obaBe3Hu aa y NOHyAM AOCTaBe U3MereHe HaBeaeHe obpacue.

Y ocTanom geny KoHKypcHa AOKYMeHTaumja ocTaje HenpoMeHeHa.

O6pasznoxemwe

Y KoHKypCHOj AOKyMeHTauuju 3a jaBHy HabaBKy ycnyra WHTepHeTa, nogerbeHo no napTtujama JHMB 21/2019,
Koja je objaBrbeHa Ha lMopTany jaBHMX HabaBku YnpaBe 3a jaBHe HabaBke, gaHa 29.11.2019. rogmHe, u3BpLUEHA je
[JOMyHa Kao y AMCNO3WUTMBY, @ uUMajyhu y Buay cyrectuje 3avHTEpecoBaHWX NuMUa Kao U 3Ha4yaj npeaMeTHe jaBHe
Habaeke. CarnacHo ogpenbu unaHa 63 ctaB 1 3akoHa, Hapyuunay je w3BpWMO [OMYHY HaBeAeHe KOHKYpCHe
OOKyMeHTaumje.

HaBegeHa m3aMeHa KOHKypCHe AOKyMeHTauumje buhe, 6e3 ognararba, objaBrbeHa Ha lNopTany jaBHMX HabaBku
Ynpage 3a jaBHe HabaBke M UHTEPHET CTpaHW Hapy4noLa WWW.pio.rs

KOMMCWUIA 3A JABHY HABABKY

1|CTtpaHa


http://www.pio.rs/

II TEXHWYKW EJIEMEHTU NOHYAQE

TEXHUYKE KAPAKTEPUCTUKE - MAPTUIA 1
MHTEPHET NPUMAPHM JINHKOBU: UHTepHeT NnpuMapHM JIMHKOBM 3a aupekuunje y beorpaay v Hosom Caay

1-a. Ycnyra Ha nokaumju beorpaa, Ap AnekcaHapa Koctuha 9
MoHyhau je ayxaH aa 06e3bean cnepehe:
- OnTnukm npuctyn ca ONT jeanHuUOM y npocTopujama Hapy4duoua;
- ONTMYKM NpUCTYN KOju Mopa 6uTK peannsoBaH NyTeM MOA3EMHOr ONTUYKOr Kabna y pacnoHy o4 NpuUCTyrHe
onpeme MoHyhaya Ao agpece nokauvje Hapyunoua.
- OnTnykK kabn ca MMHMMYM 2 Napa BfakaHa;
- Y npBOj roavHu BaXeH-a OKBMPHOI Cropa3syMa 6p3vHa WHTEpPHET Be3e Ha Nokaumjun Hapyudvoua Tpeba aa
n3HoCcM MMHUManHo 200 Mbit/s cumeTpuruHo, a y Apyroj rognHn MuHuManHo 250 Mbit/s cumeTpuyHo.
- Oncer cratnukux jasHux IP agpeca — 32 IP agpece;
- XocTuHr cajta, e-mail cepsepa n npumapHor DNS-a ce 3agp>xaBa Ha JIOKa/IHUM CEpBEPUMA;
- XocTuHr cekyHgapHor DNS-a;
- MNoHybay je pyxaH QAa MWHCTanMpaHOM ornpeMoM o06e36ean HenpekuaHy wcnopyky WHTepHeT cepBuca
Hapyunouy, 3axTeBaHoM 6p3mHOM, y nepuoay oa 00-24 yaca, 7 AaHa Yy Heaerbyu, TOKOM Liene roamHe.
- Peanuzauuijy je HeonxoaHo ypaaMT MOHOMOAHMM OMTUYKMUM BIAaKHUMA;

1-6. Ycnyra Ha nokaumju Hosu Cap, XXnthHu 1pr 3

MoHyhau je ayxxaH aa ob6e3bean cnepehe:
- OnTnukm npuctyn ca ONT jeanHuuoM y npoctopujama Hapyuvoua;
- ONTMYKM NpUCTYN KOjU Mopa BUTKM peannsoBaH NyTeM MOA3EMHOr ONTUYKOr Kabna y pacnoHy o4 MpUCTYMHe
onpeme lMoHyhaya oo agpece nokaunje Hapyumoua.
- OnTnykK kabn ca MMHMMYM 4 nNapa BflakaHa;
- Y NpBOj roAnMHu BaXkera OKBMPHOP criopasymMa 6p3nHa WMHTEpHET Be3e Ha nokaumju Hapyuvoua Tpeba aa
N3HOCM MMHMManHo 100 Mbit/s cumeTpuuHo, a y Apyroj roaMHn MuHuManHo 120 Mbit/s cumeTtpuyHo.
- Oncer cratnukmx jaBHux IP agpeca — 16 IP agpeca;
- 3aKyn AOMeHa piovoj.rs U piovoj.org.rs, XOCTUHI rnpuMapHor u cekyHaapHor DNS-a 3a HaBegeHe AoMeHe Kopf
MNMoHyhaya ca HeorpaHudeHuM 6pojem A 3anuca n MX 3anuca;
- MoHyhau je pyxaH pa uvHCTanMpaHoM onpeMoM o6e36ean HenpekugHy wucnopyky WHTepHeT cepsuca
Hapyuuouy, 3axTeBaHoM 6p3mHOM, y nepuogy og 00-24 yaca, 7 AaHa Yy Heaerby, TOKOM Lene rogavHe.
- Peanusauujy je HeornxogHo ypaguTv MOHOMOAHMM ONTUYKUM B/IAKHUMA;

MoHyhau je y obaBe3n ga y Obpacyy roHyAe ca CTPYyKTYpoOM LeHe ynuwe noHyheHe 6p3vHe MHTEpHET Be3a 3a 06e
nokaumje y obe rognHe Baxxersa OKBUPHOI CNopasyMa.

Tabesra 1
; MecTo M agpeca usBpLueHa OKBUpHHU 3axTeBaHU MUHUMAJTHU
PeaHm 6poj
ychnyre cnopasym rapaHToBaHM NMPOTOK
) Beorpagn, npBa roguHa 200/200 Mbps
: ap AnekcaHapa Koctuha 9 Apyra roamHa 250/250 Mbps
2 Hoswu Cag, npBa roavHa 100/100 Mbps
' XKutHu Tpr 3 Apyra roavHa 120/120 Mbps

2. KBanurter

MoHyhau ce obaBe3syje Aa npegMETHY YCAyry npyXa KBaJIMTETHO W CTPYYHO OAHOCHO Ha HauuH Koju Hapyuumouy
o0b6e36ehyje HecmeTaH 1 6e3beaaH paa.

MoHyhau je ayxaH aa 06e36ean HMBO ycnyre Koju je aemHMcaH TEXHUYKOM cneumndurKaumjoM.

3. 3awTuTa JIMHKa

MoHyhau je ayxaH aa obe3bean KOHCTAHTHY 3alTUTY IMHKA M Mpexe Hapyuuoua og DoS v DDoS Hanaga HaMeHCKUM
ypehajem/cmuctemom 3a getekumjy, Muturaumjy (cnpedyasarbe) M M3BEWTaBake O HanagMMa. Ypehaj 3a 3awTtuTy mMopa aa
omoryhm dwuntpuparse DoS n DDoS caobpahaja npe Hero WTO Cce MHTEPHET JIMHK 3arywu, Tj. 3awTtuta og DoS n DDoS
Hanaga noapa3syMeBa HacTaBak paja cepBuca Hapyuvoua noa HanagoM, HaKOH AeTekumje of CTpaHe mnoHyhaya unum



obaBewTaBara of cTpaHe Hapyumoua. Ypehaj/Cuctem 3a 3awtuTty Mopa Aa uma moryhHoct dwmntpuparsa 10 Gbps (wnm
Buwwe) caobpahaja. Ypehaj/cncrem 3a 3awtuTy Mopa umaTtn nnHkose Beher kanaumteta og 1 Gbps.

Moa peTtekumjom ce noapasymeBa KOHCTAHTHO Haarnedake caobpahaja Ha MHTepHeT nuMHKY Hapyuumoua m MoryhHocT
npeno3HaBakba aHoManuja y MHTepHeT caobpahajy koje ce mory knacudmkoBatM kao DoS n DDoS Hanagu. Ypebaj 3a
3awTuTy Tpeba pa vMa MOryRHOCT ayTOMaTCKOr YK/byuuBarba MWUTUrauvje HakoH AeTekumje Hanaga. AyToMaTcko
NMHMUMparbe/YKIbyuMBake MUTUraumje nogpasyMmeBa Aa ypehaj/cuctem mma MoryhHocT gedmHucarba rpaHUYHNUX YCoBa
nog kojuma he petektoBaHn DoS n DDoOS Hanap MOKPeHyTW ayTOMaTCKM OAroBoOp. 3allTWTa oA Hanaja He cMe Aa ce
3acHMBa Ha npuMenn ACL 3a nponywTtame u/unm oabaumBare caobpahaja, n He CMe Aa ce 3acHMBa Ha ynoTpebu
obuyHor unum statefull firewall ypehaja. Ypehaj 3a 3awTtuTy Mopa Aa nocegyje HanpegHe (yHKUMje Kao LWTO je npuMeHa
Black/White nuctn, dwntpaumjy HeperynapHux naketa, TCP conncetion reset, TCP SYN ayteHTudwukaumjy, HTTP rate
limiting, DNS rate limiting, Zombie getekuujy, Payload regular expression yHKLUMOHANHOCT.

Ypebaj 3a 3awTnTy Mopa Aa noceayje MOryhHOCT HanpeaHe aHanuse caobpahaja, ogHOCHO Aa ynoTpebom noTnuca wnim
Apyror Buga mHdopMaLmja Koje ce KOHCTAHTHO aXkypupajy, AeTeKTyje u cnpeun HanpeaHe DoS n DDoS Hanage, kao wrto
cy UDP flood Hanaan, ICMP flood Hanagn, SYN flood Hanaan, HTTP Get Flood, HTTP Post Flood, ACK flood, SYN-ACK
flood, FIN/RST flood, IP fragment flood, DNS Flood, 3awTtuty oa fragmentation Hanaga, Smurf, Worm Outbreaks,
Teardrop Hanagn, Ping of death Hamagn, Spoofed/Reflected Hanagw, Slowloris Hanagu, Zero-Day DDoS Hanaawm,
Connection flood Hanaan, DNS query flood Hanaamu, DNS reply flood Hanaau, DNS poisoning Hanagn, DNS amplification
Hanagn, Top N DNS cache Hanagu, SIP flood Hanagu, HTTPS flood Hanaam, Port scanning Hanaan, Address scanning
Hanaau, Tracert packet control Hanaau, IP source routing option Hanaawn, IP timestamp option Hanaawu, IP route record
option Hanaawn, Land Hanaaw, Fraggle Hanaaw, IP option control Hanaaw, IP fragmented packet Hanaam, TCP label validity
check Hanaau, Large ICMP packet Hanagu, ICMP redirection packet Hanagm, ICMP unreachable packet Hanagu, botnet
3awTtunTy, host behavioural 3awTuty, anti-spoofing, configurable flow expression duntpuparbe, payload expression-based
duntpuparbe, permanent and dynamic blacklists/whitelists, traffic shaping, connection limiting, APT (Advanced Persistent
Threat) 3awTunTy.

3a BpeMe MuUTUraumje Hanaga, ypehaj 3a 3aWwTuUTy He CMe Aa BpluM orpaHuyense 6poja TCP/UDP koHekumja, 0aHOCHO
ypehaj 3a 3awTtuTy Mopa Aa paau kao stateless ypebhaj. Takohe, 3a BpemMe MuTUrauvje Hanaga, He cme gohu pgo
opbaumBarba perynapHor caobpahaja. MojaBa acumeTpudHor caobpahaja He cMe ga ytude Ha ypehaj 3a 3awTuty, Tj.
ypehaj 3a 3awTnty Mopa aa paan 6e3 HapylwaBarba KBanuTeTa 3alTuTe 1 y ciyyajy acuMeTpuyHor caobpahaja.

MoHyhau je ay>kaH Aa y OKBMPY NOHyAe AOCTaBM:

- AoKa3 Aa noceayje ypehaj 3a 3awtuty og DoS n DDoS Hanaaa (doTtokonunjy dakType nim yroBopa o KyrnosuHu ypehaja
nnu Yrosop o kopuwhemny ypehaja nog ycnoBom Aa cy usHajMrbeHu ypehaj/ypehaju ¢umsmnuku cmewTtenn kog MNoHyhauda n
Ja Ce LEenoKyrnHo pellere 3alTuTe u3BplliaBa Ha nokauuju [lMoHyhaua, Ha TepuTtopuju Penybnvke Cpbuje. 360r
cneuncdryHOCTM nofaTtaka Koju Ccy npeaMeT 3awTwte, Hapyuunau, Kao BeMKW OpraHu3aumMOHWM CUCTEM, He MnpuxBaTta
pelera 3acHoBaHa Ha Cloud cepBucuMa. 3akyn ypehaja Mopa BaXkutu cBe BpeMe Tpajarba OKBMPHOIr Cropasyma OfH.
yrosopa notnucaHux y oksmpy OKBMPHOr cnopasyMa). Ha aokymeHTaumju Huje obaBe3HO Aa CTOju BpeaHOCT Mo Kojoj je
ypehaj kynsbeH.

- TexHnuky cneundmkauunjy ypehaja/cucrema 3a 3awTnTy KOjuM pacnonaxe. MoHyhay je y obasesu ga y Obpaciyy rioHyge
Ca CTPYKTYpOM LeHe yNyLIe Ha3mB n Moaen ypehaja 3a getekumjy v 3awtuty og DoS n DDoS Hanaga KojuMm pacnonaxe.

Ypebhaj/Cnuctem 3a 3awTnty Tpeba Aa vma MOryRHOCT cKyn/bakba M 4YyBarba MofaTaka pefieBaHTHUX 3a reHepucarbe
nsBewTaja. M3BewTaj Mopa ga cagpxu cnegehe MUHMManHe nogaTke: W3BOPULIHE M AeCTMHAUMOHE aapece Hanaaa,
W3BOPULLIHM U AeCTUHaAUMOHM nopT, npotokon 4. cnoja OSI mopena (tcp wvnm udp), pasnuka y ogHocy Ha yobuyajeHu
caobpahaj y KONMYnHM 1 y NpoLeHTUMa, BPEME Kaja je eBeHTyaslHM Hanag no4veo M KONMKO je Tpajao, rpadmykn npukas
TOKa Hanaja M yCnewHocTu 3awTute y pasnnumtuMm 60jama 3a nponywTteH M ogbayeH caobpahaj kao u 3a cBaku oA
HanpegHux GuaTepa Koju je TOKOM Hamaga 0ACTpamMBao HenoxesbHW caobpahaj. MoHyhau je ayxaH aa DoS n DDoS
Hanage AOKYMEHTYje m3BellTajuma ca ypehaja 3a getekumjy v 3awTuTy y3 nponpaTtHo objawwmene cnyxbe 3a nogpluky
MoHyhaua. OBM M3BewWTaju AOCTaB/bajy ce Hapydmouy y3 padyH.

4. NapaHumja



MoHyhau rapaHTyje HapyumoLy KOHTMHYMpPAHO M HECMETaHO MpYXare ycayra Koje cy npegmeT HabaBke y poKy Tpajama
yroeopa, a 3a notpebe Hapyuuoua.

5. POK # HauMH M3BpLIEeHa ycnyre

TpeHyTHO Baxehm yrosop mctude 11.1.2020.rogmHe. MNoHyhau ce obaBesyje Aa npegMeTHy yciyry Ha obe nokaumije
Hapyunoua noyHe aa npyxa oa 12.1.2020. roamMHe. Hannata ycnyre He Mmoxe nodety npe 12.1.2020. roguHe.

MoHyhau je AyxaH da WMHCTanMpaHoM onpeMoM o06e36ean HenpekuaHy Mcnopyky WHTepHeT cepsBuca Hapyuvouy,
3axTeBaHoM 6p3nHoM, y nepuoay og 00-24 yaca, 7 AaHa y Heerby, TOKOM Lene rogmHe.

6. 3annUCHUK 0 U3BPLUEHUM ycnyramMa

OenawheHa nvua Hapyuyunoua 3anucHuukM he cBakor Mecela KOHCTAaToBaTW Ja N Cy YCIyre Koje cy NpeaMeT jaBHe
HabaBKe M3BpLUeHe Y CKnaay ca YroBopoM, TEXHUUYKOM CreLndUKaLmnjoM 1 10CTaB/bEHOM MOHYA0M.

KBaHTMTaTMBHO-KBaNIMTaTMBHA npuMonpeaaja Bpwuhe ce Ha nokaumju Hapyuuoua, op cTpaHe osnawheHor nuua
Hapyuunoua v y npucycTBy npeactaBHuka lMNoHyhava.

KBaHTMTaTMBHO-KBaNMTaTMBHA npuMonpedaja Bpwwuhe ce Tako WTO npeacTtaBHUK [MoHyhaua v osnawheHo nuue
Hapyuroua notnucyjy npumonpeaajHm 3anncHUK, y KOMe Cy TakCaTMBHO cneumduumpaHe yCcnocTaB/beHe yCayre n 'y Kome
Ce KOHCTaTyje fda Cy ycnyre koje cy npeameT jaBHe HabaBke YCNoCTaB/beHe Yy CKnagy Ca YroBOpoOM, TEXHUYKOM
cneumduKkaumjom n 4OCTaB/bEHOM MOHYAOM.

7. DopaTHu 3axTeBu Hapyumoua

- MNoHyhau npuxeaTa Aa je Tauka pasasajarba nepuMmeTapa oAroBopHocTu lMNoHyhaua un Hapyunoua yTnyHuua Ha ypehajy
MoHyhaua npeko Koje ce cnaja KOMyHMKaumMoHu ypehaj Hapyuuroua.

- MoHyhau npuxeaTa obaBe3y Aa he npeHoC nogaTtaka HecMeTaHO (YHKLUMOHUCATU Y OKBUPY TpakeHux 6p3nHa Ha obe
nokaumje Hapy4umoua, 6e3 orpaHudersa npuctyna IP agpecama, noptoBuMMa u cepBucuMa of ctpaHe MoHyhava, ocnMm y
CNyyajy Kaza je To HeornxoAHO paaM 3awTuTe oA Hanaja.

- NoHyhau o6e36ehyje meanja koHBEpPTOPE Ha foKaumjaMa Hapyuvoua v BpLK HUXOBO oapxaBame. Oapxasarbe Meaunja
KoHBepTopa Tpeba Aa je ypadyHaTo y ueHy. Meaunja koHBepTop Tpeba aa obe3bean Ethernet nHtepdejc npema onpemu
Hapyuuoua.

- TpaxxeHn NponycHW oncer Mopa 6uTK goctynaH ca 5% TonepaHumje 3a oacTynamwa Of AeKIapucaHe pacrnonoXMBOCTH,
OCUM Y crydajy npekuaa Ha rnpasuy.

- Monyhau je ayxaH, fa y cnydajy notpebe Hapyumoua u y cknafy ca HEeroBMM 3axTEBOM, U3BPLUM Mpecesbere Be3a
unu 06e3beamn ogrosopajyhe pelwere 6e3 foaaTHUX TPOLIKOBA.

- 36or cneundunyHocTn paga Hapyuuoua, MoHyhay Mopa aa o6e3bean HenmpekuaHOCT y pagy u omoryhu kopuwhere
ycnyra Koje cy npeaMmeT jaBHe Habaske Ha obe nokauuje HaBeaeHe y Tabenw.

- MoHyhau ce obaBe3yje Aa O CBOM TPOLUKY M3BPLUM TEXHMYUKY MpuUnpeMy n 06e3beamn ycrnoBe 3a NpuKibyyerse ypehaja
HeonxoAHMX 3a Kopulwhere ycnyra Koje cy npeaMeT HabaBke.

- MoHyhau He cMe HapywwnTV hYyHKUMOHANHOCT nocTojehe ycnyre kojy Npyxa akTyeslHU Ao6aBrbad CBE 0K HE YCNoCTaBu
(bYHKLMOHANHOCT HOBe YyC/yre.

- MoHyhau je y obaBe3n aa y Apyroj roamHn Baxxerba OKBMPHOr criopa3yma Ha obe nokaumje Hapyunoua noseha 6p3nHe
NHTepHeT Be3a y cknagy ca 3axTteBuMMa M3 Tadke 1-a un 1-6. MoHyhau je y obasesn aa noseha 6p3vHe 6e3 yBeharba
MeceyHe HakHage.

- MNpeknan y pagy ycnyra Koju Hactajy ycnen pefoBHUX pagoBa Ha oApxaBarby Mpexe NoHyhava, HajaBrbyjy ce HajMarbe
7 (cepaM) KaneHOapckux AaHa yHanpea o4 CTpaHe oAroBopHMX nuua lMNoHyhaya, a ypreHTHU pagosu y Mpexu MoHyhaua,
HajaB/byjy ce HajMame 24 (ABageceT YeTMpKn) Yaca yHanpes of CTpaHe o4roBopHuMX nvua MNoHyhaua.

- ObaBelTera O HajaB/bEHUM pafoBMMa Ce A0CTaB/bajy Hapyunouy eneKTpOHCKOM MOLTOM. AJpeca eNneKTPOHCKE nowTe
Ha kojy he npuMaTu obaBeluTeHa O OBUM pafoBUMa, Hapyuunal focTaB/ba Npy NOTNUCKMBakLY YroBopa.

8. CMeTHe M TeXHMYKa noapLlika

- MNoa TepMUHOM CMeTHa noApasyMeBa Cce Aa yoiyra Huje pacnoniokusa WaM Aa je yMarbeH HWMBO KBanuTeTa ycnyre y
OQHOCY Ha KBaNUTET yCnyre Koju je yroBopeH ca Hapy4duouem.



- BpeMe oa3uBa je BpeMe Koje MpOTeKHe o TPeHyTka oTBaparha 3axTeBa Hapyuuoua 3a CepBUCHOM MHTEPBEHLIMjOM, A0
TpeHyTKa kafZa O0AroBOpPHO nuue [MoHyhHaya ocTBapw, WM MOKylWa Aa OCTBapW, KOHTaKT ca OBnawheHMM nuueM
Hapyuroua y unby pasmeHe vHdoOpMaumja 0 HacTanoj cMeTsu. Hapyumnad je ayxaH aa o6e3beam nuue koje he 6utu
JOCTYMHO 33 KOMYHMKaUMWjy TEXHUMYKOM 0cobsby [MoHyhauya M npyu CBY HeomxoAHy nomoh y [AOMEHy npyxarba
nHdopMaunja 1 paga Ha Aeny Mpexe Koju je y o0bnactu oaroBopHOCTM KOpUCHMKa - Hapyuunoua.

- BpeMe 3a peliaBare CMETHE je BpeMe KOje MPOTEKHEe O TPeHyTKa OTBaparba 3axTeBa Hapyuuoua 3a cepBUCHOM
MHTEPBEHLMjOM A0 TPEHYTKa Kala OAroBopHO nuue MoHyhauya 3aTBOpU 3axTeB. 3aXTEB 33 CEPBUCHOM MHTEPBEHLIMJOM Ce
3aTBapa Kaga oAroBopHo nuue MoHyhaua ycTaHoBM Aa je ycnyra NMOHOBO Pacrosioxmea, a onawheHo nvue Hapyuvoua
noTepan YHKLMOHAMHOCT cepBuca.

- MoHyhau je ayxxaH aa uma cnyxby 3a npujem npobseMa NOC/IOBHMX KOPUCHUKA Koja je Ha pacrnonaramwy 24 (aBagecet
yeTupwM) Yaca, CBaKor AaHa, cegaM AaHa y Hegersn (24x7)

- CmeThoe (npobnemun, KBApOBM U C/.) BE3aHM 3a NpeaMeTHe ycnyre npujaerbyjy ce cnyxbu 3a npujem npobnema nytem
TenedoHa, enekTpoHcke nowTe wu/munm kopucHnukor Web noprtana. Cnyx6a 3a npujeM npobneMa Mopa Aa NpyXu
MOFyﬁHOCT yBuAaa y CTaTyC U3BpLUaBatba CBUX OTBOPEHUX 3aXTEBA BE3aHUX 3a TEXHUYKY MOAPLLUKY U CEPBUCUPAHE, Kao U
Ja uMma MoryhHoOCT nperfnega apxuBe 3aTBOPEHMX ClyyajeBa Koju Mory 6MTu nocnatv eneKTPOHCKOM MOLITOM Ha 3axTeB
Hapyuwnoua.

- BpeMe oa3nBa HaKOH npujaese CMETHE je MakcuMasnHo 15 MuHyTa.

- BpeMe pelwaBatba cMeThe (OTKNakakba Npobnema, kBapoBa M c.) je 30 MMHYTa aKo je Ha3HaKa XMTHO, a 2 caTa ako He
MOCTOjU Ha3HaKa xuTHO. 3a OTKNamare npobnema (cMeTHK), Hapyunnay Hehe CHOCUTU TPOLLKOBe.

- Hehe ce y3umatn y 063up Bpeme y KOMe je ycnyra npucTyna WHTEepHeTy 6wuna HefocTynHa ycnep Buwe cune
(enemeHTapHe Henoroae v Cn.), OAHOCHO Y Cny4ajy Aorahaja Koje HapneXxHu CyA npu3Haje Kao BULLY Cuiy, Uv nNpeknaa
KOjW Cy HacTanu ycnen CMETHU U/Wnun Npeknaa Ha MpexHoj Un € KoM NoBe3aHoj ONpeMu Ha CTpaHu Hapyuuoua.



TEXHUYKE KAPAKTEPUCTUKE NAPTUIA 2
MHTEPHET CEKYHOAPHMU JINHK: UHTepHeT cekyHAapHM NMHK 3a [inpekunjy beorpaa

1. Ycnyra Ha nokauuju beorpaa, Ap AnekcaHgpa Koctuha 9

MoHyhau je ayxaH aa ob6e3bean cnepehe:
- Mpuctyn Mopa 61TK peann3oBaH NyTeM NIMHKA KOjU je He3aBMCaH Of NPUMApPHOT;
- OnTnukm npuctyn ca ONT jeanHuUoM y npocTopujama Hapy4dnoua;
- ONTMYKM NpUCTYN KOju Mopa 6uTK peannsoBaH NyTeM MOA3EMHOr ONTUYKOr Kabna y pacnoHy o4 NpuUCTyrHe
onpeme MoHyhaya Ao agpece nokauvje Hapyuunoua.
- OnNTn4kK Kabn ca MMHUMYM 2 Napa BflakaHa;
- Y npBOj rogvHu BaXeH-a OKBMPHOr Cropa3syMma 6p3vHa WHTEpPHET Be3e Ha Nokaumjun Hapyudvoua Tpeba aa
N3HOCKM MMHMMANHO 40 Mbit/s cumeTpunyHo, a y Apyroj roamHn MMHnManHo 50 Mbit/s cumeTpuyHo.
- Oncer cratnukux jasHux IP agpeca — 32 IP agpece;
- XocTuHr cajta, e-mail cepsepa n npumapHor DNS-a ce 3agp>xaBa Ha JIOKa/IHUM CEpBEPUMA;
- XOCTUHT cekyHaapHor DNS-a;
- MNoHybay je pyxaH QAa MWHCTanMpaHOM ornpeMoM o06e36ean HenpekuaHy wcnopyky WHTepHeT cepBuca
Hapyuuouy, 3axTeBaHOM 6p3vHOM, y nepuoay oa 00-24 yaca, 7 AaHa Y HeAerby, TOKOM LiEeNe rovHe.
- Peanuzaumijy je HeonxoaHo ypaaMT MOHOMOAHMM OMTUYKMUM BNIAaKHUMA;

MoHyhau je y obaBe3an fda y O6pacyy roHyge ca CTPyKTypoM uyeHe ynuwe noHyheHe 6p3vHe MHTepHeT Be3e 3a obe
roAvHe BaXkerba OKBMPHOI CriopasyMa.

Tabena 1
. MecTto 1 agpeca u3sBplLUeha OKBUPHU 3axTeBaHU MUHUMAJIHU
PepHun 6poj
ycnyre crnopasym rapaHToBaHMW NPOTOK
Beorpan, npBa rogmHa 40/40 Mbps
1 AnekcaHgpa Koctuha 9
Ap Apyra rogmHa 50/50 Mbps

2. Ksanurer

MoHyhau ce obaBe3syje Aa npegMETHY YCIyry npyXa KBaJIMTETHO WM CTPYYHO OAHOCHO HAa HauyMH koju Hapyumouy
o0b6e3behyje HecmeTaH 1 6e36eaaH paga.

MoHyhau je ayxaH aa 0b6e3bean HMBO ycnyre Koju je aeduHncaH TEXHMUYKOM crieundmrkaumjom.

3. 3awTuTa JIMHKa

MoHyhau je ayxaH aa 06e3bean KOHCTaHTHY 3alITUTY NIMHKA 1 Mpexe Hapyumoua og DoS v DDoS Hanaga HaMeHCKUM
ypehajem/cucremom 3a aetekumjy, muturaumjy (Cnpeyaeare) U u3BellTaBake O HanaavMma. Ypehaj 3a 3awTtuty mopa Aa
omoryhm cduntpuparse DoS n DDoS caobpahaja npe HEro WTO Ce MHTEpPHET NIMHK 3arywu, Tj. 3awTtuta og DoS n DDoS
Hanaga noapa3yMeBa HacTaBak paja cepBuca Hapyuuoua noa HamaAoM, HaKOH AeTekuuvje oa crpaHe noHyhaua mnwm
obaBellTaBarba of cTpaHe Hapyunoua. Ypehaj/CncteM 3a 3awTuTy Mopa Aa uMa MoryhHocT duntpuparka 10 Gbps (nnm
BuLle) caobpahaja. Ypehaj/cucrem 3a 3awtuty Mopa uMatu nuHkose Beher kanauuteta og 1 Gbps.

MNMoa aeTtekumjoM ce nogpasyMeBa KOHCTAHTHO Haarnedakse caobpahaja Ha WMHTEpHET NMHKY Hapyuyvoua n mMoryhHocT
npeno3HaBaka aHoManunja y MHTepHeT caobpahajy koje ce mory knacudukoBatM kao DoS u DDoS Hanagu. Ypehaj 3a
3awTnTy Tpeba Aa mMMa MOryhHOCT ayTOMaTCKOr YK/byuMBaka MWUTUraumje HakoH AeTekuuje Hanaga. AyTOMaTCKO
NHUUMparbe/yKibyumBake MUTUraumje nogpasymesa aa ypehaj/cuctem mma MoryhHOCT fedumHucarba rpaHWYHKX yCrioBa
noa kojuma he petektoBaHu DoS n DDOS Hanaa MOKPeHYTVM ayTOMaTCKM OAroBoOp. 3allTMTa OA4 Hanaja He cMe fda ce
3acHuBa Ha npumeHn ACL 3a nponywTame u/unu opbaumBame caobpahaja, 1 He cMe fga ce 3acHMBa Ha ynoTpebu
obuuHor unu statefull firewall ypehaja. Ypehaj 3a 3awTtuty Mopa fa nocegyje HanpegHe gyHKUMje Kao LWITO je npuMeHa
Black/White nuctu, dwunTtpaumjy HeperynapHux naketa, TCP conncetion reset, TCP SYN ayteHTudmkaumjy, HTTP rate
limiting, DNS rate limiting, Zombie geTtekuujy, Payload regular expression ¢hyHKLUMOHAIHOCT.

Ypehaj 3a 3awTtuTy Mopa Aa nocegyje MoryhHOCT HanpegHe aHanu3e caobpahaja, ogHOCHO Aa ynotpebom notnuca wmam
apyror Buga nHgopMaumja koje ce KOHCTAHTHO aXypupajy, AeTekTyje u cnpeun HanpegHe DoS n DDoS Hanage, Kao wWTo
cy UDP flood Hanaan, ICMP flood Hanaam, SYN flood Hanaau, HTTP Get Flood, HTTP Post Flood, ACK flood, SYN-ACK
flood, FIN/RST flood, IP fragment flood, DNS Flood, 3awTtuty oa fragmentation Hamaga, Smurf, Worm Outbreaks,
Teardrop Hanagw, Ping of death Hamagn, Spoofed/Reflected Hanmagw, Slowloris Hamagn, Zero-Day DDoS Hanagwm,



Connection flood Hanagn, DNS query flood Hanaamn, DNS reply flood Hanagn, DNS poisoning Hanaau, DNS amplification
Hanaau, Top N DNS cache Hanaam, SIP flood Hanagu, HTTPS flood Hanaam, Port scanning Hanaau, Address scanning
Hanagw, Tracert packet control Hanaam, IP source routing option Hanaawu, IP timestamp option Hanaaw, IP route record
option Hanaawn, Land Hanaaw, Fraggle Hanaaw, IP option control Hanaaw, IP fragmented packet Hanaam, TCP label validity
check Hanaawn, Large ICMP packet Hanaagu, ICMP redirection packet Hanagm, ICMP unreachable packet Hanaagu, botnet
3awTtunTy, host behavioural 3awTuty, anti-spoofing, configurable flow expression duntpuparbe, payload expression-based
duntpuparbe, permanent and dynamic blacklists/whitelists, traffic shaping, connection limiting, APT (Advanced Persistent
Threat) 3awwTuTy.

3a BpemMe mMuTuraumje Hanaga, ypehaj 3a 3aWwTuUTy He CMe Aa BplM orpaHuyense 6poja TCP/UDP koHekuuja, 0gHOCHO
ypehaj 3a 3awTtuty Mopa Ada pagu kao stateless ypehaj. Takohe, 3a Bpeme muTWrauvje Hanaga, He cme aohu o
opbaumBarba perynapHor caobpahaja. MojaBa acumeTpuuHor caobpahaja He cMe Aa yTude Ha ypehaj 3a 3awTuty, T].
ypehaj 3a 3awTnTy Mopa Aa paaun 6e3 HapylwaBaka KBanuTeTa 3aliTuTe U y Ciy4ajy acumeTpuyHor caobpahaja.

MoHyhHau je Ay>KaH Aa y OKBUPY NMOHyAE AOCTaBU:

- foKa3 ga noceayje ypehaj 3a 3awtuty of DoS n DDoS Hanaga (dpoTokonujy dakType nim yrosopa O KynosuHu ypehaja
nnun Yrosop o kopuwhery ypehaja noa ycnoBoM aa cy nsHajMrbeHun ypehaj/ypehaju dpusmukn cmewtenmn koa MNoxyhava m
Ja Ce LENOKYMHO pellere 3allTUTE u3BplIaBa Ha Jokauuju [NoHyhaua, Ha Teputopuju Penybnuke Cpbuje. 360r
cneumncdryHOCTM nogaTaka Koju cy npeaMeT 3awTwte, Hapyuunau, kao BeNMKW OpraHu3auuMOHWM CUMCTEM, He MnpuxBaTta
pewera 3acHoBaHa Ha Cloud cepsucumMa. 3akyn ypehaja Mopa BaXxuTu cBe BpeMe Tpajarba OKBMPHOr Cnopasyma OfH.
yroBopa notnucaHux y oksmpy OKBMpHOr cnopa3syma). Ha aokymeHTaumju Huje obaBe3HO Aa CTOju BpeaHOCT Mo Kojoj je
ypehaj KynsbeH.

- TexHnuky cneundukaumnjy ypehaja/cucrema 3a 3awtnty KojuMm pacnonaxe. MNMoHyhau je y obasesun pa y Obpacyy rioHyge
ca CTpyKTYpoM LjeHE YNWLLE Ha3nB 1 Moaen ypehaja 3a aetekumjy v 3awtuty o DoS n DDoS Hanaaa KojuM pacronaxe.

Ypehaj/Cnuctem 3a 3awtuty Tpeba Aa vMa MOryhHOCT cKyn/bakba W 4YyBarba MojaTaka pefieBaHTHWUX 3a reHepucarbe
n3gewTaja. M3sewTaj Mopa Aa cagpxu cnegehe MUMHMManHe nofaTke: M3BOPULLHE M AEeCTMHALUMOHEe agpece Hanaja,
M3BOPULLHM U AeCTUHAUMOHM nopT, npotokon 4. cnoja OSI mopena (tcp wam udp), pasnuka y ogHoCcy Ha yobudajeHu
caobpahaj y KonnumHM 1 y NnpoueHTMa, BpeMe Kaja je eBeHTyaslHW Hanag no4veo M KOMUKO je Tpajao, rpaduykm npukas
TOKa Hanafa M YCMEewHOCTM 3aWTuTe Yy pasnmuntmMm 6ojama 3a nponywTeH M ogbadeH caobpahaj kao M 3a cBaku of
HanpeaHux GuaTepa Koju je TOKOM Hamaga OACTpamMBao HenoxesrbHW caobpahaj. MoHyhau je ayxaH ga DoS n DDoS
Hanage AOKYMEHTYje u3BellTajuMma ca ypehaja 3a aetekumnjy v 3alTuTy Y3 nponpaTtHO objallikbere cnyxbe 3a noapLuky
MoHyhaya. OBM M3BeLWTaj\ AOCTaB/bajy ce Hapy4dmoLuy y3 padyH.

4. NapaHumja

MoHyhau rapaHTyje Hapyumouy KOHTUHYMpPaHO M HECMETaHO MNpyXakbe YC/yre Koja je npeameT HabaBKe y PoKy Tpajarba
yroBopa, a 3a notpebe Hapyuuoua.

5. POK # HauuH M3BpLIEeHa ycnyre

TpeHyTHO Baxkehu yroBop mctuuye 11.1.2020. roauHe. lMoHyhau ce obaBe3yje fa npeaMETHy YCIyry Ha nokauuju
Hapyunoua noyHe aa npyxa og 12.1.2020. rogmHe. Hannata ycnyre He Mmoxe nodetu npe 12.1.2020. roguHe.

MoHyhau je AyxaH Aa WMHCTanMpaHoM onpeMoM o06e36ean HenpekmaHy wucnopyky WHTepHeT cepsuca Hapyuuvouy,
3axTeBaHoOM 6p3nHOM, y nepuoay oa 00-24 yaca, 7 AaHa y Heferby, TOKOM Liefie roavHe.
6. 3annCHUK O U3BPLUEHUM ycnyramMa

OenawheHo nuue Hapyuvoua 3anucHMuky he cBakor Meceua KOHCTATOBaTM Aa JiM je ycnyra Koja je npeaMeT jaBHe
HabaBKe M3BpLUEHA Y CKnaay ca YroBOpOM, TEXHUUYKOM CNeLMdUKaLIMjoM 1 10CTaB/LEHOM MOHYA0M.

KBaHTMTaTMBHO-KBaNMTaTMBHa npuMonpeaaja spwwuhe ce Ha nokauuju Hapyuuoua, oa cTpaHe osnawheHor nuua
Hapyuvoua v y npucycTBy npeacraBHuka MNoHyhauva.



KBaHTMTaTMBHO-KBaNMTaTMBHa npuMmonpedaja sBpwuhe ce Tako WTO npeacTtaBHUK [MoHyhaua v osnawheHo nuue
Hapyunoua notnucyjy npumonpeaajHn 3anucHUK, y KoMe je HaBefeHa yCnocTaB/beHa ycnyra U y KoOMe ce KOHCTaTyje Aa
je ycnyra koja je npegMer jaBHe HabaBke YyCrnoCTaB/beHa Y CKaagy ca YroBOpOM, TEXHMYKOM creumdpukaumjom u
[OCTaB/bEHOM MOHYAOM.

7. QopnaTtHun 3axTeBu Hapyumoua

- MoHyhau npuxBaTa Aa je Tauka pasaBajarba NepuMeTapa oAroBopHocTu MoHyhada n Hapyunoua yTuyHMUa Ha ypehajy
MoHyhaua npeko Koje ce cnaja KoMyHuKaumoHu ypehaj Hapyuuoua.

- MoHyhau npuxeaTa obaBe3y Aa he npeHOC mogaTaka HECMETAHO (PYHKUMOHWCATW Y OKBUPY TpaXKeHux 6p3uHa Ha
nokaumjn Hapyumoua, 6e3 orpaHuuyersa npuctyna IP agpecama, noptoBuMa 1 cepBucuMa of ctpaHe MoHyhava, ocum y
cnydyajy Kaga je To HeONxOAHO paaM 3alTUTe 04 Hanaja.

- MNoHyhau obe3behyje meamja KOHBEPTOpP Ha foKaumju Hapyumoua u BplUM HEroBO ogpxkasarbe. OgpaBarbe Meauvja
KoHBepTopa Tpeba Aa je ypadyHaTto y ueHy. Meaunja koHBepTop Tpeba aa obe3bean Ethernet nHtepdejc npema onpemu
Hapyuuoua.

- TpaXkeHu NpornycHu oricer Mopa 6UTK AOCTyNaH ca 5% TonepaHuumje 3a oACTynarba Of AeK/IapucaHe PacronoXuUBOCTY,
OCWM Yy CNlyyajy Npeknaa Ha npasLy.

- MoHyhHauy je aykaH, Aa y cny4ajy notpebe Hapyumoua m y cknagy Ca HEroBMM 3axXTEBOM, M3BpLUM MpeECebere Be3e
nnn 06e3beamn ogrosopajyhe pelwere 6e3 goaaTHUX TPOLIKOBA.

- 36or cneundunyHocTn paga Hapyuumoua, MoHyhHay Mopa aa ob6e3bean HenpekuaHoCT y paay u omoryhu kopuwherbe
ycnyre Koja je npegMeT jaBHe HabaBke Ha fokaumju Hapy4yuoua.

- MoHyhay ce obaBe3yje Aa O CBOM TPOLUKY M3BPLUM TEXHMUKY Mpunpemy m obesbeam ycnose 3a npukbydene ypehaja
HeonxoaHMX 3a Kopuwhere ycnyre Koja je npeamer HabaBke.

- MoHyhHay He cMe HapywuTK dYHKLUMOHANHOCT nocTojehe ycnyre Kojy Npy»a akTyenHu fobaBsbay CBe A0K HE YCroCTaBu
(byHKUMOHANHOCT HOBe YyCryre.

- MNoHyhau je y obaBe3n aa y Apyroj roavHu Baxera OKBMPHOr criopa3yma Ha fokauuju Hapyuuoua noseha 6p3nHy
NHTepHeT Be3e y cknagy ca 3axTteBMMa M3 Tadke 1. MoHyhau je y obaBe3n ga noseha 6p3nHy 6e3 yBeharba MeceyHe
HakHaze.

- MNpekunaun y pagy ycnyra Koju HacTajy ycnen peaoBHUX paoBa Ha oapxkaBarby Mpexe lNoHyhaua, HajaB/byjy ce HajMake
7 (cepaM) KaneHAapckux AaHa yHanpea of CTpaHe oAroBopHMX nuua MNoHyhaya, a ypreHTHM pagosu y Mpexu MoHyhaua,
HajaB/byjy ce HajMare 24 (ABajeceT YeTMpKn) Yaca yHanpes oA CTpaHe oAroBopHuMX nvua MNoHyhaua.

- ObaBellTera 0 HajaB/bEHMM pagoBMMa Ce A0CTaB/bajy Hapyumouy enekTpOHCKOM MoLTOM. Afpeca eneKTPOoHCKe nowTe
Ha kojy he npumMaTu obaBeluTeHa O OBUM pafoBUMa, Hapyuunal focTaB/ba Npy NOTNUCKBakbY YroBopa.

8. CMeTHe M TeXHMYKa noapLlika

- [Noa TepMUHOM CMeTHa nogpasyMeBa ce Aa yciyra Huje pacrnosioxvsa WKW Aa je yMaweH HUBO KBanuTeTa yciyre y
OAHOCY Ha KBanUTET YC/yre Koju je yroBopeH ca Hapyuuouem.

- Bpeme oa3uBa je BpeMe koje npoTekHe of TPeHyTKa OoTBapara 3axTeBa Hapyuuoua 3a CepBUCHOM MHTEPBEHLMjOM, A0
TpeHyTka Kaga oAroBopHo nuue [MoHyhaya ocTBapu, MM NOKylla Aa OCTBapW, KOHTAKT ca oBnawheHum nuuem
Hapyunoua y unby pasmeHe mHdbopMaumja 0 HacTtanoj cmetn. Hapyuunad je ayxaH aa o6es3beaun nuue koje he 6utu
[JOCTYNMHO 33 KOMYyHMKauujy TexHudkoM ocobriby [loHyhaya v npyxu CBY HeonxogHy noMoh y [AOMeHy npyxama
nHdopmMaLUmja n paaa Ha aeny Mpexe Koju je y obnactn oaroBOpHOCTM KOpUCHUKaA - Hapyuuoua.

- BpeMe 3a pelwaBare CMeTHe je BpeMe KOje MpPOTeKHe Of TpeHyTKa OTBapara 3axTeBa Hapyuuoua 3a CepBUMCHOM
WHTEPBEHLMJOM A0 TPeHyTKa KaZa OAroBOpHO nuue MNMoHyhaya 3aTBOpu 3axTeB. 3aXTeB 3a CEPBMCHOM MHTEPBEHLMjOM ce
3aTBapa Kaga oAroBopHO numue MoHyhava ycTaHOBM Aa je yciyra NMoHOBO pacronoxusa, a osnawheHo nvue Hapyumoua
noTBpau (PYHKLUMOHANHOCT cepauca.

- MoHyhau je ayxaH ga nma cnyxby 3a npujeM npobneMa NOCIOBHMX KOPUCHMKA Koja je Ha pacnonarawy 24 (aBagecer
YyeTunpK) Yaca, CBAKOr AaHa, ceaaM AaHa y Heferbh (24x7)

- CMeTHhe (Npobnemu, KBapoBK U CI1.) BE3aHM 3a NpeaMETHY YCIyry npujaesbyjy ce cnyx6u 3a npujem npobnema nytem
TenedoHa, ENeKTPOHCKe nowTe u/unnM kopucHuukor Web noprtana. Cnyxba 3a npujeMm npobnema Mopa [Aa Npyxu



MOryRHOCT yBMaa y CTaTyC M3BplUaBakba CBMX OTBOPEHMX 3axTeBa Be3aHUX 3a TEXHWYKY MOAPLLKY U CepBMCUparbe, Kao U
Aa nma MoryhHOCT npernega apxvee 3aTBOPEHMX ClydajeBa Koju Mory 6uTy nocnaty enekTPOHCKOM MOLITOM Ha 3axTeB
Hapyuwnoua.

- BpeMe oa3MBa HaKOH Npujaee CMeTHeE je MakcMManHo 15 MuHyTa.

- Bpeme peluaBatba cMeTHe (OTKIatbaka nNpobnema, keaposa v ¢.) je 30 MUHYTa ako je Ha3Haka X#7HO, a 2 caTa ako He
MOCTOjV Ha3HaKa x#THO. 3a OTKNamakbe nNpobnema (cmeThn), Hapyunnay Hehe CHOCUTKM TpOLLKOBE.

- Hehe ce y3aumaTn y 063vMp BpeMe y KOMe je ycniyra npucTyna WMHTEpHeTy 6una HeaocTynHa ycned Bule cune
(enemeHTapHe Henoroge W Ci.), OAHOCHO Y Ciy4dajy aorahaja koje HaanexHu cya npusHaje Kao BULLY CUIY, UK Npeknaa
KOju Cy HacTanu ycnea CMETHU U/ Npeknaa Ha MpeXHOj Un C HOM NOBE3aHOj ONPeMM Ha CTpaHu Hapydnoua.



TEXHUYKE KAPAKTEPUCTUKE NAPTUIA 3
MHTEPHET CEKYHOAPHMU JIMHK: NHTepHeT cekyHAapHM N1HK 3a [inpekunjy HoBu Cap

1. Ycnyra Ha nokauuju HoBu Capg, XXutHm tpr 3

MoHyhau je ayxxaH aa obe3beaun cnepehe:
- Mpuctyn Mopa 61TK peann3oBaH NyTeM NIMHKA KOjU je He3aBMCaH Of NPUMapHOr;
- OnTnukm npuctyn ca ONT jeanHuUoM y npocTopujama Hapy4dnoua;
- ONTMYKM NPUCTYN KOju Mopa 6uTK peannsoBaH NyTeM MOA3EMHOr ONTUYKOr Kabna y pacnoHy o4 NpuUCTYrHE
onpeme MoHyhaya Ao agpece nokauvje Hapyuunoua.
- OnNTnukK Kabn ca MMHUMYM 2 Napa BnakaHa;
- Y npBOj rogvHu BaXeH-a OKBMPHOr Cropa3syMma 6p3vHa WHTEpPHET Be3e Ha Nokaumjun Hapyudvoua Tpeba aa
N3HOCKM MMHMMaANHO 40 Mbit/s cumeTpuyHo, a y Apyroj roamHn MmHnManHo 50 Mbit/s cumeTpuyHo.
- Oncer cratnukux jasHux IP agpeca — 16 IP agpeca;
- TMoHyhay je AyxaH Aa WHCTaNMpaHOM oOnpemMoM 06e36eanm HenpekuaHy WCNopyky WHTepHET cepBuca
Hapyunouy, 3axTeBaHoM 6p3vHOM, y nepuoay og 00-24 yaca, 7 AaHa Yy Heaerbyu, TOKOM Liene rogavHe.
- Peanusaumjy je HEONXOAHO ypaauTy MOHOMOAHWM ONTUYKUM BAaKHUMA.

MoHyhau je y obaBe3n ga y Obpacyy roHyge ca CTPYyKTYpoOM LeHe ynuwe noHyheHe 6p3vHe MHTEpHET Be3e 3a 0b6e
roAnHe BaXXerba OKBUPHOI CriopasymMa.

7abena 1
PenHu 6poi MecTto u agpeca OKBMpPHHU 3axTeBaHU MUHMMAJIHU
§ oo n3sBspLuetba ycnyre cnopasym rapaHToBaHM NPOTOK
1 Hosu Cag, npBa rogvHa 40/40 Mbps
HurHu Tpr 3 Apyra roauka 50/50 Mbps

2. KBanuter

MoHyhau ce obaBe3syje oa NpeaMETHY YCAyry MpyXa KBaJIMTETHO M CTPYYHO OAHOCHO Ha HayMH Koju Hapyumouy
obe3behyje HecmeTaH 1 6e36eaaH paa.

MoHyhau je ayxaH aa obesbean HMBO ycnyre Koju je aeduHncaH TeEXHUYKOM crieumdmrKaumjom.

3. 3awTuTa JIMHKa

MoHyhau je ayxaH aa obe3bean KOHCTAHTHY 3alITUTY NKMHKa n Mpexe Hapyuuoua of DoS v DDoS Hanaga HaMeHCKUM
ypehajem/cucteMoM 3a getekunjy, Muturaumjy (Ccnpedyasarbe) M M3BellTaBake 0 HanaguMa. Ypehaj 3a 3awTuTy Mopa Aa
omoryhmu duntpuparse DoS 1 DDoS caobpahaja npe Hero LWTO Ce MHTEPHET JIMHK 3arywu, Tj. 3awTtuta og DoS n DDoS
HamaZa noApa3yMeBa HacTaBak pafa cepBuca Hapyuvoua noa HanagoM, HakoH AeTekuuje o4 CTpaHe noHyhaya wam
obaBewTaBarba of cTpaHe Hapyunoua. Ypehaj/Cnctem 3a 3awTuTy Mopa da uMa MoryhHocT ¢dpuntpupara 10 Gbps (nnm
Buwwe) caobpahaja. Ypehaj/cncrem 3a 3awTnTy Mopa umaTtn nnHkose Beher kanaumteta og 1 Gbps.

Moa meTekunjoM ce noapasyMeBa KOHCTAHTHO Haarnefdarbe caobpahaja Ha MHTEpPHET NMHKY Hapyuvoua m MoryhHocT
npenosHaBarba aHoOManuja y uHTepHeT caobpahajy koje ce mory knacudukosatn kao DoS nm DDoS Hanaagu. Ypehaj 3a
3awTuTy Tpeba Aa MMa MOryRHOCT ayTOMaTCKOr YK/byYMBarba MWUTMrauvje HakKoH AeTekuuje Hanaga. AyToMaTcKo
HUUMparbe/yKbyumBake MUTUraumje nogpasymeBa Aa ypehaj/cucrtem mma moryhHoCT gedmHuMcarba rpaHWYHKUX YyCIoBa
nog kojuma he petektoBaHu DoS n DDoS Hanap MOKpeHyTVM ayTOMaTCKM OAroBop. 3allTMTa oA Hanaja He cMe Aa ce
3acHMBa Ha npuMenn ACL 3a nponywTtamwe wn/vnum ogbaumBare caobpahaja, n He cMe da ce 3acHMBa Ha ynoTpebu
obunyHor unum statefull firewall ypehaja. Ypehaj 3a 3awTtuTy Mopa ga nocefyje HanpegHe (yHKUmMje Kao WTo je npuMeHa
Black/White nuctun, dwmnTtpaumjy HeperynapHux naketa, TCP conncetion reset, TCP SYN ayteHTudwmkaumjy, HTTP rate
limiting, DNS rate limiting, Zombie getekuujy, Payload regular expression ¢hyHKUMOHANHOCT.

Ypebaj 3a 3awTnTy Mopa Aa noceayje MoryhHOCT HanpeaHe aHanuse caobpahaja, ogHOCHO Aa ynoTpebom noTnuca wnm
Apyror Buga nHdopMaumja Koje ce KOHCTAHTHO axkypupajy, AeTekTyje u cnpeun HanpeaHe DoS n DDoS Hanage, kao wTto
cy UDP flood Hanagn, ICMP flood Hanagn, SYN flood Hanagm, HTTP Get Flood, HTTP Post Flood, ACK flood, SYN-ACK
flood, FIN/RST flood, IP fragment flood, DNS Flood, 3awTtnty og fragmentation Hanaga, Smurf, Worm Outbreaks,
Teardrop Hanmaau, Ping of death Hanagn, Spoofed/Reflected Hanagw, Slowloris Hanagw, Zero-Day DDoS Hanaawm,
Connection flood Hanaagn, DNS query flood Hanaagmn, DNS reply flood Hanaau, DNS poisoning Hanaan, DNS amplification
Hanaau, Top N DNS cache Hanaam, SIP flood Hanagu, HTTPS flood Hanaam, Port scanning Hanaau, Address scanning



Hanaaw, Tracert packet control Hanaau, IP source routing option Hanaawu, IP timestamp option Hanaawn, IP route record
option Hanagu, Land Hanaawm, Fraggle Hanagw, IP option control Hanaaw, IP fragmented packet Hanaam, TCP label validity
check Hanaam, Large ICMP packet Hanaan, ICMP redirection packet Hanagn, ICMP unreachable packet Hanaam, botnet
3awTuTy, host behavioural 3awTuty, anti-spoofing, configurable flow expression dunTpupame, payload expression-based
duntpuparbe, permanent and dynamic blacklists/whitelists, traffic shaping, connection limiting, APT (Advanced Persistent
Threat) 3awTunTy.

3a BpeMe MuTWMraumje Hanaga, ypebaj 3a 3awTuTy He cMe Aa BplM orpaHuyerbe 6poja TCP/UDP koHekumja, 0AHOCHO
ypehaj 3a 3awTtuTy Mopa Aa paau kao stateless ypehaj. Takohe, 3a BpeMe MuTurauvje Hanaga, He cme gohu pgo
opbaumBarba perynapHor caobpahaja. MojaBa acumeTpuuHor caobpahaja He cMe ga ytnde Ha ypebaj 3a 3awTuty, Tj.
ypehaj 3a 3awTnty Mopa Aa pagn 6e3 HapylaBakba KBanuTeTa 3allTuTe U y Cryyajy acuMeTpuyHor caobpahaija.

MoHyhau je ay>xaH Aa y OKBMPY NMOHyAe AOCTaBM:

- AOKa3 Aa noceayje ypehaj 3a 3awTtuty og DoS n DDoS Hanaaa (doTtokonunjy dakType nim yroBopa o KynosuHu ypehaja
nnu Yrosop o kopuwhemy ypehaja nog ycnoBom Aa cy usHajMrbeHu ypehaj/ypehaju ¢maundkm cmewwteHmn kog MoHyhava u
Ja Ce LENOKYMNHO pellere 3alTuTe M3BplwaBa Ha nokauuju loHyhaua, Ha Teputopuju Penybnuke Cpbuje. 360r
cneumM@uUHOCTM nogataka Koju cy npeaMeT 3awTute, Hapydunaud, Kao BelMKW OpraHuM3aumMOHM CUCTEM, He npuxBaTa
pelwera 3acHoBaHa Ha Cloud cepBucumMa. 3akyn ypehaja Mopa BaXkutu cBe BpeMe Tpajarba OKBMPHOI Cropasyma OfH.
yroBopa noTnucaHmx y okBupy OKBMpHOr crnopasyMa). Ha gokymeHTaumju Huje obaBe3HO Aa CTOjuM BpeaHOCT Mo KOojoj je
ypehaj kynsbeH.

- TeXHNUKy cneundmkauunjy ypehaja/cucrema 3a 3awTnTy KojuM pacnonaxe. MNMoHyhau je y obasesun pa y Obpacyy rioHyge
Ca CTPYKTYpPOM LjeHe ynvLie Ha3ne 1 Mmoaen ypehaja 3a getekuunjy u 3awtunty og DoS n DDoS Hanaga Kojum pacrnonaxe.

Ypehaj/Cnuctem 3a 3awtuty Tpeba Aa vMa MOryhHOCT cKyn/bakba W 4YyBarba MogaTaka peieBaHTHUX 3a reHepucarbe
nsBewrTaja. M3BewTaj Mopa ga cagpxu cnegehe MUMHMManHe nogaTke: W3BOPULLHE M AeCTMHAUMOHE aapece Hanaja,
M3BOPULLIHM U AeCTUHaUMoHM nopT, npotokon 4. cnoja OSI mogena (tcp wnm udp), pa3nuka y OAHOCY Ha yobudajeHu
caobpahaj y KonMunHM 1 y NpoLeHTUMa, BpeMe Kafa je eBeHTyaslHM Hanag noyeo M KOAMKO je Tpajao, rpaduydkmn npukas
TOKa Hanaja M ycnewHocTu 3awTute y pasnnuutum 60jama 3a nponywTteH v ogbayeH caobpahaj kao u 3a cBaku oa
HanpegHux unTepa KOju je TOKOM Hanada OACTpamMBao HemnoxesbHu caobpahaj. MoHyhau je gyxaH ga DoS n DDoS
Hanage AOKYMEHTYje u3BeluTajuma ca ypehaja 3a getekumjy v 3awTuTy y3 nponpaTtHo objawwmene cnyxbe 3a noapluky
MoHyhaua. OBM M3BewWTaju AOCTaBbajy ce Hapyunouy y3 padyH.

4. TapaHumja

MoHyhau rapaHTyje Hapyumouy KOHTUHYMpPaHO M HECMETaHO MpyXake YCnyre Koja je npeaMmeT HabaBke y poKy Tpajarba
yroeopa, a 3a notpebe Hapyuuoua.

5. POK 1 HAaUMH U3BplLUEHa ycnyre

TpeHyTHO Baxehm yroBop uctmuye 11.01.2020. roguHe. MNoHyhau ce obaBesyje Ooa MpeaAMETHy YCNyry Ha JoKauuju
Hapyuwnoua nouHe aa npyxa oa 12.01.2020. roguHe. Hannata ycnyre He Moxe nodeTtu npe 12.01.2020. rogunHe.

MoHyhau je AyxaH Aa WHCTanupaHoM onpeMoM 06e36eaM HenpekumaHy WCNOpyky WHTepHeT cepeuca Hapyuwmouy,
3axTeBaHoM 6p3nHoM, y nepuoay o 00-24 yaca, 7 AaHa y Heaerby, TOKOM Lene rogmHe.

6. 3annCcHUK O U3BPLUEHUM ycnyrama

OsnawheHo nuue Hapyuvoua 3anucHWuku he CBaKOr Meceua KOHCTaToBaTWM Aa NM je ycnyra Koja je npeaMeT jaBHe
HabaBKe u3BpLUEeHa y Cklagy ca YroBopoM, TEXHUYKOM CrieumdrKaumnjoM 1 4OCTaB/bEHOM MOHYAOM.

KBaHTUTaTUBHO-KBanuTaT1BHa npumonpeaaja Bpwuhe ce Ha nokauuju Hapyuvoua, oa cTpaHe osnawheHor nuvua
Hapyuunoua un y npucycTsy npeacraBHuka lNoHyhava.

KBaHTMTaTMBHO-KBaNMTaTMBHa npuMonpedaja spwwuhe ce Tako WTO npeactaBHMK [MoHyhaya w osnawheHo nuue
Hapyunoua notnucyjy npumonpegajHu 3anncHUK, y KOMe je HaBedeHa YCrocTaB/beHa YC/yra U y KOMe ce KOHCTaTyje aa



je ycnyra koja je npegMeT jaBHe HabaBke yCnoncTaB/beHa y CKMagy ca YroBOpoOM, TEXHUYKOM crneundukaumjom u
[OCTaB/LEHOM MOHYAOM.

7. QopaTtHM 3axTeBn Hapyuuoua

- MNoHyhau npuxeBaTa Aa je Tauka pa3gBajatba NepuMeTapa oAroBopHocTu MNoHyhada n Hapyumoua yTuyHMua Ha ypehajy
MoHyhaua npeko Koje ce cnaja KoMyHuKaumMoHu ypehaj Hapyuuroua.

- MoHyhau npuxeata obaBe3y ga he npeHOC nogaTaka HecMeTaHO (YHKUMOHMCATW Y OKBUPY TPaXeHux Op3nHa Ha
nokaumjn Hapyumoua, 6e3 orpaHuuyersa npuctyna IP agpecama, noptoBuMa 1 cepBucuMa of ctpaHe lMoHyhava, ocum y
Cnyyajy Kaga je To HeonxoAHO paaM 3awTuTe o4 Hanaaa.

- MoHyhau 06e36ehyje Meanja KOHBEPTOP Ha Nokauuju Hapyumoua M BplKM HEroBO oapxasake. OapXaBare Meauja
KOHBepTOpa Tpeba Aa je ypadyHaTo y ueHy. Meanja koHBepTop Tpeba ga obe3bean Ethernet nHtepdejc npema onpemm
Hapyuwnoua.

- TpaxkeHu NpornycHu oricer Mopa 6UTK AOCTYNaH ca 5% TonepaHumje 3a OACTyNarba O/ AEKNApPUCaHe PacrosioKMBOCTH,
OCKM Y Cllyyajy npekuaa Ha npasuy.

- Monyhau je ayxaH, fa y cnydyajy notpebe Hapyumoua v y Cknagy ca HEroBMM 3axTEBOM, M3BPLUM Npecerbere Bese
nnu 06e3beam ogrosopajyhe pelere 6e3 oAaTHNX TPOLUKOBA.

- 36or cneumndmyHocTM paga Hapyumoua, MNMoHyhay Mopa ga obe3bean HenpekMaHOCT y paay M omoryhu kopuwhene
ycryre Koja je npegMeT jaBHe HabaBke Ha nokauuju Hapy4yuoua.

- Monyhau ce obaBe3yje Aa O CBOM TPOLLKY U3BPLUN TEXHUYKY npunpeMy n obesbean ycnose 3a npukbyyene ypehaja
HeonxoAHMX 3a Kopuwhewe ycnyre koja je npeameT Habaske.

- MoHyhay He cMe HapywuTK YHKUMOHAMHOCT nocTojehe ycnyre Kojy npy»a akTyenHu fobasrbay CBe AOK He YCNOCTaBu
(PYHKUMOHANHOCT HOBE YyCnyre.

- MNoHyhau je y obaBe3n ga y Apyroj roaMHu Baxewsa OKBMPHOr Cropasyma Ha Nnokaumju Hapyuvoua noBeha 6p3uHy
NHTepHeT Be3e y cknagy ca 3axTteBuMMa u3 Tadke 1. MMoHyhau je y obaee3n aa noseha 6p3nHy 6e3 yBehara MeceyHe
HakHage.

- Mpeknamn y pagy ycnyra Koju HacTajy ycnea pefoBHUX pafoBa Ha oapxkaBamy Mpexe MoHyhaya, HajaB/byjy ce HajMame
7 (cepaM) KaneHgapckuMx aaHa yHanpes of CTpaHe oAroBopHuMX nvua MoHyhaya, a ypreHTHW pagosu y mpexu MNMoHyhaua,
HajaB/byjy ce HajMare 24 (ABaAeceT YeTMpn) Yaca yHanpea of CTpaHe oAroBopHuMX nuua MoHyhada.

- ObaBeluTeHa 0 HajaB/bEHUM pafoBMMa Ce A0CTaBs/bajy HapyumoLly enekTpoHCKOM MowToM. Aapeca eNneKTpoHCKe nowTe
Ha kojy he npumMaTtu obaBeluTeHa O OBUM pafaoBUMa, Hapyuunal focTaB/ba Npy NOTNUCKBakLY YroBopa.

8. CMeTHe M TeXHMYKa noapLika

- MNoa TepMMHOM CMETHa MojpasyMeBa Ce Aa YCayra Huje pacrnosfioXuBa WM @ je yMakbeH HUBO KBa/uTeTa yCnyre y
OAHOCY Ha KBaNMTET yC/yre Koju je yroBopeH ca HapyuuoueM.

- BpeMe oa3uBa je BpeMe koje NpoTekHe of TPeHyTKa OoTBaparba 3axTeBa Hapyuuoua 3a CepBUCHOM MHTEPBEHLMjOM, A0
TpeHyTKa Kkaja o0AroBOpHO nuue [MoHyhauya ocTBapw, WM MOKyla Aa OCTBapW, KOHTAKT ca OBfawheHuM nuvuem
Hapyunoua y unby pasmeHe mHdopMaumja 0 HacTanoj cmetwn. Hapyuunau je ayxaH aa o6es3beaun nuue koje he 6utu
[JOCTYMHO 33 KOMYHMKaUMWjy TexHu4koM ocobrby [MoHyhaya u npyxu CBY HeonxogHy nomoh y [AOMeHy npyxarba
nHdopMaumja 1 paga Ha geny Mpexe Koju je y obnactu ogroBopHOCTM KOPUCHUKA - Hapyuunoua.

- Bpeme 3a pellaBate CMETHE je BPEMe Koje MpOTeKHE of TPEHyTKa OTBaparba 3axTeBa Hapyuvoua 3a CepBMCHOM
WHTEPBEHLMOM [I0 TPEHYTKA KaZla OAroBOPHO nnue MoHyhaua 3aTBOpU 3axTeB. 3axTEB 3a CEPBUCHOM MHTEPBEHLIMjOM ce
3aTBapa kaga oAroBOpHO Ninue MoHyhaya ycTaHOBM fa je ycnyra NOHOBO pacrofioxuBa, a oBnawheHo nvue Hapyuuoua
NoTBpAM (YHKLIMOHANIHOCT CepBuca.

- MoHyhau je ayxaH ga nma cnyxby 3a npujem npobneMa NOCNOBHMX KOPUCHMKA KOja je Ha pacnonarawy 24 (aAsagecet
4yeTupwu) Yaca, CBaKor AaHa, cegaM aaHa y Hegerbu (24x7)

- CMeThoe (Npobnemun, KBapoBM U C/1.) BE3aHW 3a NpeaMeTHY YyCnyry npujasrbyjy ce cnyxbu 3a npujem npobnema nytem
TenedoHa, enekTpoHcke nowTe wn/vnm kKopucHuukor Web noprtana. Cnyxb6a 3a npujem npobnema mMopa Aa nNpyXxu
MOryhHOCT yBMA@ Y CTaTyC M3BpLUABakba CBMX OTBOPEHMX 3aXTEBa BE3aHMX 3@ TEXHUYKY MOAPLUKY U CEPBUCUPAHE, Kao U



Aa nma MoryhHOCT npernefa apxvBe 3aTBOPEHUX ClydajeBa Koju Mory 6uTu nocnatv enekTPOHCKOM MOLUTOM Ha 3axTeB
Hapyuwnoua.

- BpeMe of3nBa HaKOH npujaBe CMETHE je MakcuMasnHo 15 MuHyTa.

- BpeMe pewaBama cMeThe (OTKNakakba Npobnema, kBaposa M ¢1.) je 30 MMHYTa aKo je Ha3HaKa XMTHO, a 2 caTa ako He
MOCTOju Ha3HaKa x¥THO. 3a OTKNambare npobnema (cMeTHK), Hapyunnay Hehe CHOCUTUM TPOLLKOBe.

- Hehe ce yauMaTv y 063up Bpeme Yy KOMe je ycnyra MpUCTyrna MHTepHeTy 6una HeaocTynHa ycned Bulle cune
(enemeHTapHe Hernoroe v C/1.), OAHOCHO Y cnyvajy aorahaja Koje HaaNexHU cyd NpusHaje Kao BULLY CUiy, UK Npekuaa
KOjW Cy HaCTanu ycnes CMeTHM U/UNK NPeKnIa Ha MPEXHO] UK C HOM MOBE3aHOj ONPEMU Ha CTpaHu Hapyuvoua.



V OBPA3AL NOHYAE CA CTPYKTYPOM LIEHE

Mpeamert noHype: “NHTepHet",
6poj JHMB: 21/2019

Maptuja 1- UHTEepHeT NpMMapHM JIMHKOBYM 3a aupekunje y beorpaay n Hosom Capgy
OnLwiT™ NOAALIN O NOHYBAYY

OMLWTH NOAALIN O NMOHYBAYY:

Hasme noHyhaua
(nocnoBHo MMe unKn ckpahenu HasmB U3 oaroeapajyher

perucrpa):
PEMYBJINKA CPBMIA

Penybnnuku doHa 3a
MEH3MjCKO M MHBANNMACKO

Op AnekcaHgpa Koctuha 6p.9,
11000 beorpaa

: \ ocurypamse fimpekumja
Anpeca ceguwiTa: ( beorpap,

Mopeckun 6poj NMNB: MWB : 105 35 6542

MaTtunyHu 6poj:

EnekTpoHcka agpeca:

bpoj pauyHa:

Ha3uB 6aHke:

LLndpa oenatHOCTU:

Jlnue oaroBopHO 3a 3acTyname:

Ocoba 3a KOHTaKT:

TenedoH, dakc:

[atym :

HAMOMEHA: Ykonuko noHyay nogHocu rpyna nonyhaua, noHyhau je y o6aBe3u ga konmpa crpaHy O6pacua
noHyae ca ONWTUM nogauuMa o noHyhauy, kOjy je HeonxoAHO Aa MONYHM 3@ CBaKOr uY/laHa rpyne
nojeaMHa4Ho.

onuwT! NoAALMN O NOAN3BOBAYY
(y cnyuajy aa noHyhay nogHocu noHyAy ca nogussohauem)



Hasne noanseohaya
(nocnoBHo nMe nnK ckpahenn HasuB U3 oarosapajyher
permcrpa):

Apnpeca ceguwira:

Mopeckn 6poj MUB:

PENYBJINKA CPBUJA

MaTtuunu 6poj: Peny6nuukn doHA 3a

NEeH3M1jCKO N MHBANMACKO
ocuryparee fiupekumja

_ beorpap
EnekTpoHcKka agpeca: /
NIEKTPOHCKA afp ' Ap AnekcaHapa Koctuha

\ 6p.9,
11000 Beorpaga

Bpoj pauyHa: MWB : 105 35 6542

Ha3us 6aHke:

LLndpa aenatHocTu:

JIvLie 0ZIrOBOPHO 3a 3acTynakse:

Ocoba 3a KOHTaKT:

TenedoH, dakc:

Jdatym :

HAMOMEHA: Ykonuko noHyBau nogHocu noHyay ca nogusBohaueM, HeOnNxoAHO je Aa NonyHU HaBeaeHe
nopaTke 3a noaussohaua.

Ykonuko noHyhau nogHocu noHyay ca Buwe noausBohaua y ob6aBe3u je pa konupa OBy CTpaHy
O6pacua noHyae ca onwTuM nogauuMma o noausBohauy, Kojy je HeonxoAHO Aa MOMYHM 3a CBaKor
noaussohaya nojeanHauHo.



MOHYAA BP.

BpeaHOCTH y NOHYAM UCKa3yjy ce y AMHapuMa.

LleHa ycnyre Ha
H K YKynHa ueHa YKynHa ueHa
Pea.6p. asus yciyre Mece4yHOoM onvtivHa ycnyre 6e3 NAB ycnyre ca NAB

HuBoy 6e3 MNAB

UHTepHeT 24

(NMPUMAPHW NIMHKOBU Meceua

1. 3A  [OWPEKUMIE Y
BEOrPAlY U HOBOM
CALLY)

HauumH n ycnosu nnahama: lnahawe ycnyre uHTepHeTa, Bpwuhe ce MeceyHo, y poky oa 15 aaHa oa npujema
npaBuIHO MCNOCTaB/beHnx padyHa [obasrbaya u M3BewTaja y komMe he ce KOHCTaTOBaTW Aa Cy ycnyre Koje cy npeamer
jaBHe HabaBke M3BpLUEHE Yy CKNagy ca YroBOpOM, TEXHMYKOM crieumduKkaumjoM M OOCTaB/bEHOM MOHYAOM a kKoju he
notnucaTtu oBnawheHo nuue Hapyyroua. 3anncHMK O M3BPLUEHO] NpMMonpeaajyn ce A0CTaB/ba Y3 NpBy dakTypy.

Pok Bakerwa noHypae: (MnHMMyM 60 aaHa of faHa oTBaparba NoHyaa)

Bbp3nHa UHTepHeT Be3e (NpuMapHM JIMHK) Ha nokauuju Hapyumoua y npBoj roanHu Bakekha OKBUPHOT
cnopasyma (Aunpexkuuja beorpan): MUHUManHo 200Mbit/ s CUMETPUYHO;

Bbp3nHa UHTepHeT Be3e (NpuMapHM JIMHK) Ha nokauuju Hapyumoua y Apyroj rogMHm BaXxewa OKBUPHOIr
cnopasyma (Aunpexuuja beorpan): MUHUManHo 250Mbit/ s CUMETPUYHO;

Bp3uHa UHTepHeT Be3e (NpMMapHM JIMHK) Ha Nokaumju Hapyunoua y npBoj rogMHn BaXxeta OKBUPHOI
cnopasyma (Anpekumja Hoeu Cap): MUHUManHo 100Mbit/ s cMMETpPUYHO;

Bp3uHa UHTepHeT Be3e (NpMMapHM JIMHK) Ha Nokaumju Hapyuvoua y Apyroj roaMHyu Ba)ketba OKBUPHOT
cnopasyma (Aunpexumuja Hoeu Can): MUHMManHo 120Mbit/ s CUMETPUYUHO;

MoHyhau je y obaee3n Aa ynuwe Ha3uB u Mofen ypehaja 3a getekumjy v 3awtuty of DoS n DDoS Hamaga Kojum
pacnonaxe:

PenHu 6poj HasuB ypehaja n moagen
1.
2.

MoHyhau je aykaH da y OKBMpY MOHyAe AOCTaBM AoKa3 Aa noceayje ypehaj 3a 3awTuty o DoS u DDoS Hanaga
(cboTokonujy dakType unm yrosopa O KynoBuHu ypehaja wnm Yrosop o kopuwhery ypebaja nopg ycnosom ga cy
nsHajM/beHn ypehaj/ypehaju gusanukm cmewTteHn kog MNoHyhaua M ga ce LEenoKYynHO pellere 3aTuTe M3BpLuaBa Ha
nokaumju MoHyhaua, Ha Teputopmju Penybnuke Cpbuje. 36or cneunduyHOCTM nogaTtaka Koju Cy NpeaMeT 3alTuTe,
Hapyumnau, Kao BENMKM OpraHM3aumMoHM CUCTEM, He MpuxBaTa pellerba 3acHoBaHa Ha Cloud cepsucuma. 3akyn ypehaja
MOpa BaXXMTW CBe BpeMe Tpajarba OKBUPHOI CnopasyMa OAH. yrosopa MoTnMcaHux y okeupy OKBMpHOr crniopasyma). Ha
JOKyMeHTaumju Huje obaBe3HO Aa CTOjuM BpPeAHOCT Mo KOojoj je ypehaj Kyrn/beH. YKONMKO He AOCTaBW 3axTeBaHW [0Kas,
noHyaa he 6utn ogbujeHa Kao HenpuxBaT/bUBa.

MoHyhau je perncrpoBaH y Pernctpy noHyhaua AreHuumje 3a npuspegHe pernctpe  [OA HE (noHybau
3a0KpyxuBarbeM [JA notephyje Aa je peructposaH y Pernctpy noHyhaua).

MoHyBhau nogHoOCK NoOHyAY:



1) camocTtanHo
2) Kao 3ajegHunyKy noHyay

3) ca noam3sohauem

-npoueHaT yKynHe BpeaHOCTHU HabaBke KOjVI je noBepeH non,u3Bobaqy:

50%)

-Aeo npeagMeTa Habaeke Koju he noHyhau u3BpwMTK Npeko noamM3sohaya

% (He MOXke 6uTh Behm o

MoHyhay je obaBe3aH [1a 3a0KPY>XM HAUYMH Ha KOjM MOAHOCKU MOHYyAY.

noHvay CA4YUHHUO:

AUPEKTOP




V -1 OBPA3AL NOHYAE CA CTPYKTYPOM LIEHE

Mpeamer noHype: “NHTepHer",
6poj JHMB: 21/2019

MapTuja 2: UHTEepHET ceKyHAAapHM NUHK 3a [inpexkunjy bBeorpaa

OMLTH NOAALIN O NMOHYBAYY:

HasuB noHyhaua
(nocnoBHo MMe unKn ckpaheHu HasmB U3 oaroeapajyher

perucrpa):
PEMYBJIMKA CPBNIA

Penybnnukm ¢oHa 3a
MEH3NjCKO U MHBANNACKO

[Op AnekcaHgpa Koctuha 6p.9,
11000 Beorpaga

Anpeca ceauiuTa: r\ OCVIFYPaBl:‘C; rl-;l;;zekl.m]a

Mopeckn 6poj MNMNB: MWUB : 105 35 6542

MaTtnunn 6poj:

EnekTpoHcka agpeca:

bpoj pauyHa:

Ha3uB 6aHke:

Wndpa genatHocTu:

JInue oaroBopHO 3a 3acTyname:

Ocoba 3a KOHTaKT:

TenedoH, dakc:

JaTtym :

HAMOMEHA: Ykonuko noHyay nogHocu rpyna noHyhaua, noHyhau je y o6aBe3u ga konmpa crpaHy O6pacua
NoHyAe ca OMWTMM nojauuMMa o noHyhauy, Kojy je HeonxoAHO Aa MONYHM 3a CBAaKOr YiaHa rpyne
nojeanHa4Ho.



onuwTn nogAum o noAN3BOBAYY
(y cnyuajy aa noHyhau nogHocu noHyay ca nogussobhauem)

Hasne noanseohaya
(nocnoBHo MMe 1N ckpaheHn HasuB U3 oaroeapajyher
permcrpa):

Appeca ceguwiTa:

Mopeckun 6poj MNMUBG:

PEMNYBJINKA CPBUJA

MaTun4Hm 6poj: Penybnnukn doHa 3a

NEeH3M1jCKO N MHBANMACKO
ocuryparee fiupekumja

_ beorpag
EnekTpoHcKka agpeca: /
JIEKTPOHCKa aap ' Ap AnekcaHapa Koctuha

\ 6p.9,
11000 Beorpag

bpoj pauyHa: MWB : 105 35 6542

Ha3us 6aHke:

LLndpa genatHoCTu:

JIvLie 0ZiroBOPHO 3a 3acTynakse:

Ocoba 3a KOHTaKT:

TenedoH, dakc:

[atym :

HAMNOMEHA: Ykonuko noHyhau nogHocu noHyay ca nogusBobhaueM, HeonxoAHO je Aa NonyHU HasBeaeHe
nopaTke 3a noaussohaua.



Ykonuko noHyhauy nogHOCM noHyay ca Buwe noamsBohaua y ob6aBe3u je ga konupa OBy CTpaHy
O6pacua noHype ca onNwTUM nogauuMMa O noausBobhady, KOjy je HeonxoAHO Aa NONyHM 3a CBaKor
noamsBohauya nojeaMHauHo.

NMOHYOA bBP.
BpeaHoOCTH y NOHYAM UCKa3yjy ce y AMHapuMma.
LleHa ycnyre Ha YKkynHa ueHa YKynHa ueHa
Pen.6p. Ha3us ycnyre MecetuHom KonunuuHa ycnyre 6es MAB ychyre

HuBOYy 6e3 MNB ca naB

NHTepHeTt 24

(CEKYHOAPHU  JIMHK Meceua

1. 3A OVIPEKLMIY
BEOIrPALl)

HauumH mn ycnoBu nnahama: lNnahawe ycnyre uHTepHeTa, Bpwwuhe ce meceuHo,y poky oa 15 paHa oa npujema
NpaBUIHO MCMOCTaB/beHNX padvyHa [lobasrbaya n M3BewTaja y komMe he ce KOHCTaTOBaTW Aa Cy ycyre Koje cy npeamer
jaBHe HabaBke M3BpLUEHE Yy CKNagy ca YroBOpOM, TEXHMYKOM crieumduKkaumjoM M OOCTaB/bEHOM MOHYAOM a Koju he
notnucatu osnawheHo nuue Hapyuuoua. 3anMcHUK O U3BPLUEHO] NpUMONpeaaju ce AoCTaB/ba y3 nNpey dakTypy.

Pok Bakera NoHyAae: (MMHMMYM 60 faHa oA AaHa OTBapasa MoHyaa)

Bp3nHa UHTepHeT Be3e (CeKyHAapHM JIMHK) Ha siokauuju Hapyunoua y npBoj rogMHM Baketha OKBUPHOT
cnopasyma (Aumpekuuja beorpan): MuHuUManHo 40 Mbit/s cumeTpuyHo;

bp3nHa UHTepHeT Be3e (CeKyHAapHM JIMHK) Ha siokauuju Hapyunoua y Apyroj roaMHu Baxxera OKBUPHOTr
cnopa3syma (Aupekumja beorpapn): MUHUManHo 50 Mbit/s cumeTpuyHo;

MoHyhau je y obaBe3n ga ynuwe Ha3uB u Mogen ypebaja 3a getekumjy n 3awTtuty og DoS m DDoS Hamaga Kojum
pacrionaxe:

PenHu 6poj HasuB ypehaja n moagen
1.
2.

MoHyhau je AykaH da y OKBMpY MOHyAe AOCTaBM Aoka3 Aa noceayje ypehaj 3a 3awtuty oa DoS u DDoS Hanaaa
(cboTokonujy dakType unm yrosopa O KynoBuHu ypehaja wnm Yrosop o kopuwhery ypebaja nopg ycnosom ga cy
nsHajMbeHn ypehaj/ypehaju dusmukm cmewTeHn kog MoHyhava v ga ce UEeNoKyMHO pellere 3allTuTe M3BpLUaBa Ha
nokaumju MoHyhaua, Ha TepuTopuju Penybnmke Cpbuje. 36or cneundnyHOCTM nogaTaka Koju Cy NpeaMeT 3alTuTe,
Hapyumnau, Kao BENWKW OpraHM3aumoHW CUCTEM, He npuxBaTa pellerba 3acHoBaHa Ha Cloud cepsucuma. 3akyn ypehaja
MOpa BaXXMTW CBe BpeMe Tpajarba OKBUPHOIr CnopasyMa OAH. yroBopa MoTnMcaHux y okBupy OKBMpHOr cnopasyMa). Ha
[JOKyMeHTaumju Huje obaBe3HO Aa CTOju BPeAHOCT Mo Kojoj je ypehaj KynsbeH. YKONMKO He AOCTaBWM 3axTeBaHW A0Kas,
noHyza he 6utn ogbujeHa kao HenpuxsaT/bMBaA.

MoHyhau je perncrpoBaH y Pernctpy noHyhaua AreHuuje 3a npuBpegHe peructpe A HE (noHyhau
3aoKkpyxwuBareM [A notephyje aa je perncrposaH y Pernctpy noHyhaua).

MoHyhau nogHOCKH NOHyAY:



1) camocTtanHo
2) Kao 3ajegHunyKy noHyay

3) ca noam3sohauem

-npoueHaT yKynHe BpeaHOCTU HabaBke Koju je noBepeH nogussohauy: % (He mo)xe 6uTHn Behm op
50%)

-[€e0 npeaMeTa HabaBke koju he noHyhay u3BpwMTK Npeko noam3sohaua

MNoHyhay je o6aBe3aH Aa 3a0KPY)XM HAYMH Ha KOjU MOAHOCKU MOHYAY.

noHyvAay CAYNHUO: AWPEKTOP




V - 2 OBPA3AL| NOHYAE

Mpeamert noHype: “NHTepHet",
6poj JHMB: 21/2019

Maptuja 3: MHTEepHeT CeKyHAAapHM JIMHK 3a [Ainpexkuujy HoBu Cap

OMLWTH NOAALIN O NMOHYBAYY:

Hasme noHyhaua
(nocnoBHo MMe unKn ckpahenu HasmB U3 oaroeapajyher

perucrpa):
PEMYBJINKA CPBMIA

Penybnnuku doHa 3a
MEeH3MjCKO U MHBANMACKO

Op AnekcaHapa Koctuha 6p.9,

11000 beorpaa

: \ ocurypamse fimpekumja
Anpeca ceguwiTa: ( beorpap,

Mopeckun 6poj NMNB: MWB : 105 35 6542

MaTtunyHu 6poj:

EnekTpoHcka agpeca:

Bbpoj pauyHa:

Ha3uB 6aHke:

LLndpa oenatHOCTU:

Jlnue oaroBopHO 3a 3acTyname:

Ocoba 3a KOHTaKT:

TenedoH, dakc:

[atym :

HAMOMEHA: Ykonuko noHyay nogHocu rpyna nonyhaua, noHyhau je y o6aBe3u ga konmpa crpaHy O6pacua
NOHyAe ca onMwTMM nojgauvMa O noHyhauy, Kojy je HeonxoAHO Aa MONYHM 3a CBaKOr WiaHa rpyne
nojeaMHa4Ho.

ornuwTn noaALUu O NOAN3BOBAYY



(y cnyuajy aa noHyhau nogHocu noHyay ca nogussohauem)

Hasue noanssohaua
(nocnoBHo nMe nnK ckpahenn HasuB U3 oarosapajyher
permcrpa):

Appeca ceguwiTa:

MNopecku 6poj MNBG:

PENYBJINKA CPBUJA

MaTunyHu 6poj: Penybnnukn doHa 3a

NEeH3MjCKO N MHBaNMACKO
ocuryparbe [iupexkumja

. beorpap
E : ’
JIEKTPOHCKa aApeca ( Ap AnekcaHapa Koctuha

& 6p.9,
11000 Beorpaga

bpoj pauyHa: MWB : 105 35 6542

Ha3us 6aHke:

LLndpa aenatHocTu:

JIvLie 0ZIrOBOPHO 3a 3acTynakse:

Ocoba 3a KOHTaKT:

TenedoH, dakc:

Oatym :

HAMNOMEHA: Ykonuko noHyhau nogHocu noHyay ca nogusBobhaueM, HeonxoAHO je Aa nNonyHU HaBeaeHe
nopaTke 3a noaussohaua.

Yxkonuko noHyhau nogHocu noHyAy ca Buwe nogusBohaua y obaBesm je Aa Konupa OBy CTpaHy
O6pacua noHyge ca onwTuM nogauuMMma o noausBobhauvy, kojy je HeonxogHO Aa MOMyHM 3a cCBakor
noaussohaya nojeanHauHo.



MOHYAA 6p.

BpeaHoOCTH Y NOHYAM UCKa3Yyjy ce y AMHapuMa.

Ha3us ycnyre LleHa ycnyre Ha | KonununHa | YKynHa HeHa | YKynHa LueHa

ycnyre 6e3 MNAB | ycnyre ca NAB
Pepn.6p. MeCe4yHOM

HuBoy 6e3 NAB

UHTepHeT 24
(vHTepHert mecela
CEKYHAAPHM JINHK
3a Ampexkumjy
Hoewu Can)

HauumH mn ycnoBu nnahama: lNnahawe ycnyre uHTepHeTa, Bpwwuhe ce MmeceuHo,y poky oa 15 gaHa oa npujema
NpaBWIHO WUCMOCTaB/bEHNX padyHa [obaerbaya n M3BewTaja y komMe he ce KOHCTaToBaTU Aa Cy yCnyre Koje cy npeamet
jaBHe HabaBke M3BplUEHE Yy CKnagy ca YroBopoM, TEXHMYKOM crieumdukaumjoM M AOCTaB/bEHOM MOHYAOM a Koju he
notnucatn osnawheHo nmue Hapyuunoua. 3anvcHUK O U3BPLUEHO] NpUMONpeaaju ce AoCTaB/ba y3 Npey dakTypy.

Pok Ba)kerba noHype: (MnHMMyM 60 gaHa oA AaHa OTBapaba NMoHyAa)

Bp3uHa UHTepHeT Be3e (CeKyHAapPHM JIMHK) Ha fiokauuju Hapyumoua y npBoj rogMHu BaXkera OKBUPHOT
cnopa3syma (Aupekumja Hoeu Cap): MUHUManHo 40 Mbit/s cumeTpuyHo;

Bbp3nHa UHTepHeT Be3e (CeKyHAapHM JIMHK) Ha siokauuju Hapyunoua y Apyroj roaMHu Baxxerta OKBUPHOTr
cnopa3syma (Aupekumja Hoeu Cap): MUHUManHo 50 Mbit/s cumeTpuyHo;

MoHyhau je y obaBe3n ga ynuwe Ha3uB u Mogen ypebaja 3a getekumjy n 3awTtuty og DoS m DDoS Hamaga Kojum
pacrionaxe:

PenHu 6poj HasuB ypehaja n moagen
1.
2.

MoHyhau je AykaH da y OKBMpY MOHyAe AOCTaBM AoKa3 Aa noceayje ypehaj 3a 3awtuty oa DoS m DDoS Hanapa
(cboTokonujy dakType unm yrosopa O KynoBuHu ypehaja wnm Yrosop o kopuwhery ypebaja nopg ycnosom ga cy
nsHajMbeHn ypehaj/ypehaju gusmukmn cmewTeHn kog MoHyhaua u ga ce UEeNOKYyNHO pellere 3aliTuTe M3BpLUaBa Ha
nokaumju MoHyhaua, Ha TepuTopuju Penybnmke Cpbuje. 36or cneumdmyHOCTM nofataka Koju Cy npeaMmeT 3awTuTe,
Hapyunnau, Kao BENWKW OpraHM3aumoHM CUCTEM, He npuxBaTa pellerba 3acHoBaHa Ha Cloud cepsucuma. 3akyn ypehaja
MOpa BaXXMTW CBe BpeMe Tpajarba OKBUPHOIr CnopasyMa OAH. yroBopa MoTnMcaHux y oksupy OKBMpHOr cnopasyma). Ha
JOKyMeHTaumju Huje obaBe3HO Aa CTOjuM BpPeAHOCT Mo KOojoj je ypehaj KyrnibeH. YKONMKO He AOCTaBW 3axTeBaHW [0Kas,
noHyza he 6utn ogbuvjeHa kao HenpuxeaT/bMBaA.

MoHyhau je perncrpoBaH y Pernctpy noHyhaua AreHuuje 3a npuspegHe peructpe A HE (noHybhau
3aoKkpyxuBareM [A notephyje aa je perncrposaH y Pernctpy noHyhaua).

MoHyhau nogHOCK NOHYyAY:

1) camocTtanHo

2) Kao 3ajegHuyKy noHyay



3) ca noam3sohauem

-npoueHaT yKynHe BpeAHOCTU HabaBKe Koju je noBepeH noan3ssohauy: % (He Mo)xe 6uTn Behm o
50%)

-Aeo npeagMeTa Habaeke Koju he noHyhau u3BpwMTK Npeko noamM3sohaya

MoHyhay je obaBe3aH Ja 3a0KPYXXW HAYMH Ha KOjU MOAHOCK MOoHyAY.

noHyAay CAYNHMO: AVWPEKTOP







